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EXECUTIVE SUMMARY
 

Given the crucial role of data in the global economy and the dangers that unregulated data
pose, every country must attempt to develop policies that safeguard the rights of its citizens.
Therefore, this research paper will conduct a case study examining the legal frameworks
employed by the United States and the European Union to defend data privacy. Rather than
applying universal regulations to protect data security, the United States has established several
sector-specific policies, such as the Privacy Act (1974), the Health Insurance Portability and
Accountability Act (HIPAA) of 1996, and the 2000 Children’s Online Privacy Protection Act
(COPPA). Apart from these laws, the Federal Government has left concerns regarding data
security to the discretion of each state, which has spurred a patchwork-style framework of state
laws. Conversely, the European Union developed one standardized policy, known as the
General Data Protection Regulation (GDPR), to secure data security across all member states.

To better assess the efficacy of each approach, we classified states into three different groups
based on the strength of the privacy law in question: (1) comprehensive, (2) narrow, and (3)
other. We conducted a statistical analysis to better understand the relationship between privacy
laws in the U.S. and the per-capita income, the median income, educational attainment, and
political party of the state, amongst other factors. Based on these findings and the information
we acquired from conducting the case study, we determined that the universal approach taken
by the EU was ultimately much more effective than the sector and state-specific design of the
U.S. legal framework. To conclude the paper, we utilized this data to recommend several
policies that the U.S. could implement to improve the data security of its citizens.

2



TABLE OF CONTENTS

1.0 Introduction  ........................................................................................................................  4
2.0  Comparison of EU and U.S. Data Privacy Regulations .......................................................  5
    2.1 Policy Frameworks  .......................................................................................................... 5                      
    2.2 Underlying Regulatory Philosophies  ................................................................................  5                     
    2.3 Scope and Applicability  ...................................................................................................  5
    2.4 Organisational Obligations and the Burden of Responsibility ............................................  6
    2.5 Individual Rights  .............................................................................................................. 6
    2.6 Enforcement  ....................................................................................................................  6                     
3.0 Strengths and Weaknesses of Data Privacy Legal Frameworks  ..........................................   7                      
    3.1 Approach to Strengths and Weaknesses  ...........................................................................  7                     
    3.2 Strengths of the EU Legal Data Framework  ..................................................................... 8
    3.3 Weaknesses of the EU Legal Data Framework  ................................................................. 8
    3.4 Strengths of the U.S. Legal Data Framework  ................................................................... 9
    3.5 Weaknesses of the U.S. Legal Data Framework .............................................................. 10                      
4.0 Policy Recommendations  ................................................................................................... 11
    4.1 The GDPR and its Proposed Reforms  ............................................................................ 11
     4.2 Our Policy Recommendations  ....................................................................................... 11
     4.3 Our Concluding Remarks  ............................................................................................. 14                       
5.0 Bibliography  ..................................................................................................................... 15                       
6.0 Appendices  ........................................................................................................................ 21
    Appendix 1: Interview  .........................................................................................................  21
    Appendix 2: Statistical Analysis and Figures  ........................................................................ 26                      

                                                                                                                  

3



1.0 Introduction

“Data is the new oil,” said British mathematician Clive Humby (Humby, 2025). While his
comparison may not be an exact one, the sentiment stands: data is now more relevant than ever
in the global economy. This relevance invites examination of the way national and international
governing bodies handle the use of data and how we define it. The Cambridge Dictionary
classifies data as “Information, especially facts or numbers, collected to be examined and
considered and used to help decision-making, or information in an electronic form that can be
stored and used by a computer” (Cambridge Dictionary, 2019). This definition remains
ambiguous and unclear, as the term ‘data’ indicates any information that is stored or examined,
denoting endless possibilities. The significance of the topic and its broad implications make it
difficult for the public to fully comprehend the way in which the government handles data and
data policies. It is precisely the nature of data, as both ambiguous to the public and crucial to
the contemporary economy, which qualifies the importance of law to regulate its use. This
paper compares the data privacy legal regimes of two of the world’s largest data-driven
economies, the U.S. and the EU, investigates their strengths and weaknesses, and proposes legal
reforms to the U.S., as the EU is already currently undergoing a round of reforms. 

The U.S. and the EU have unique histories of data legislation. The first data privacy law
implemented in the U.S., the U.S. Privacy Act of 1974, introduced national regulations
regarding the collection and use of personally identifiable information (U.S. Department of
Justice). Other pieces of legislation followed, such as the Health Insurance Portability and
Accountability Act (HIPAA), which was codified in 1996 (CDC, 2024), and the 2000 Children’s
Online Privacy Protection Act (COPPA). Beyond these industry-specific laws, the federal
government leaves the question of data security to the discretion of each state and its attorneys
general. Given that the EU was not established until 1993, it deployed its first data protection
law, the Data Protection Directive, in 1995. However, due to technological advancements and
the increased significance of data, the EU implemented a new law, the General Data Protection
Regulation (GDPR), in 2018. Unlike the fragmented approach of the United States, it
encompasses all sectors and EU citizens. 

This paper contributes to existing scholarship regarding the efficacy of the U.S. and EU legal
frameworks by introducing a statistical analysis that highlights the implications of unevenly
distributed privacy laws across the U.S. for the public. To execute this analysis, we classified
states into three different groups based on the strength of the privacy law in question: (1)
comprehensive, (2) narrow, and (3) other. We addressed continuous variables like median
income, per-capita income, total GDP, per-capita GDP, and educational attainment by utilising
a one-way ANOVA, followed by Tukey’s HSD whenever the ANOVA indicated significance.
Additionally, we defined our statistical significance as p < 0.05. For categorical political data 
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(i.e., state Senate control), we relied on a chi-square test of independence, which produced the p-
value, reported in the corresponding figure. To acquire more data for our research, we also held
interviews with Dr Michal Czerniawski, a former legal officer at the European Data Protection
Board (EDPB), and Dr Tristan Henderson, Senior Lecturer in Computer Science at the
University of St Andrews, to better understand the legal nuances present within the GDPR.
Apart from these sources, we relied on data briefs, policy briefs, existing legislation, and
secondary scholarship to complete our research.

2.0 Comparison of EU and U.S. Data Privacy Regulations 

2.1 Policy Frameworks

The EU regulates data privacy through a single piece of comprehensive legislation: the General
Data Protection Regulation (GDPR). Contrastingly, the U.S. does not employ a comprehensive
law governing data privacy (Bakare, Adeniyi, Akpuokwe, and Eneh, 2024, p. 528). On a federal
level, legislation pertaining to data privacy remains context-specific. However, section five of
the Federal Trade Commission (FTC) Act regulates unfair or deceptive acts in the marketplace,
especially regarding the collection and use of data by commercial entities (Boyne, 2018, p. 301).
While twenty states have comprehensive data privacy laws (Bloomberg, 2025), this section will
focus on California, given that its legislative framework, the California Consumer Privacy Act
(CCPA) and California Rights Privacy Act (CPRA), is acknowledged to be the most extensive
of any U.S. state (Aidun, 2025).

2.2 Underlying Regulatory Philosophies 

Disparities in the regulatory philosophies underpinning policy frameworks of the two
jurisdictions principally concern their conceptions of the individual as the ultimate bearer of
legal rights (de Bruin, 2022, p. 128). The EU recognises data privacy as a fundamental right of
the individual, who constitutes the data subject (Perumal, 2022, pp. 104-105). Conversely, the
U.S. regime functions with an understanding of the individual as a consumer whose personal
data is a commodity with a market purpose (de Bruin, 2022, p. 128).

2.3 Scope and Applicability 

The GDPR, notorious for its breadth of scope and application, encompasses the processing of
personal data for EU citizens within the region and on a worldwide basis. (Voigt and von dem
Bussche, 2017). In comparison, the U.S. employs a web of legislation, regulations, and
guidelines that operate at various levels and scales, often simultaneously (Boyne, 2018, p. 299).
Consequently, the regulatory framework lacks universal scope or applicability. At the federal
level, the FTC Act, which applies to any persons engaging in commerce in the U.S., has the
broadest application. However, its limited scope only addresses unfair or deceptive acts in the
marketplace and is not data-specific. Federal laws that concern data privacy are constrained to
contexts. For example, the Children's Online Privacy Protection Act (COPPA) protects 5



children's personal data (Federal Trade Commission, 2025), while the Health Insurance
Portability and Accountability Act (HIPAA) regulates privacy practices in healthcare (Centers
for Disease Control and Prevention, 2024). Additionally, federal laws intersect with state laws—
the CCPA safeguards the personal data of all California residents by applying to any company
that ‘does business’ in the state or meets certain thresholds (Illman and Temple, 2019, pp. 1638-
1641). Ultimately, the applicability of the GDPR reflects a much wider scope because it restricts
the collection and use of data both within and outside of the EU, preventing corporations from
utilising the personal data of EU citizens. Regulation of data privacy within the U.S. heavily
relies on context, meaning that it lacks universal scope and applicability.

2.4 Organisational Obligations and the Burden of Responsibility 

The GDPR ensures that the collection and use of data in the EU context always remains
restricted. Data processors must simultaneously demonstrate a legal justification or need for
collecting data and adhere to strict principles when doing so. Within this context, the GDPR
requires the consent of the data subject for data processing to be legal. Consent must be freely
given, specific, informed, unambiguous, and revocable. Since the GDPR places the burden of
responsibility on the data processor, consent alone is insufficient and must always be supported
by the other principles and legal requirements for data processing. Alternatively, the lenient
nature of the rules and regulations in the U.S. permits organizations to collect and use data
unless explicitly forbidden (Hoofnagle, van der Sloot, and Borgesius, 2019). Thus, the U.S.
places the burden of responsibility on the individual as a consumer. Consequently, not only
does the U.S. fail to employ a universal model for consent, but it also does not provide an opt-
out mechanism for citizens to use if they so desire (Bakare, Adeniyi, Akpuokwe and Eneh, 2024,
pp. 532-533; Aidun, 2025).

2.5 Individual Rights 

Given that the GDPR aims to protect a fundamental right to data privacy, it empowers the data
subject through delineating the following rights: rights of access; to reification and completion;
to be forgotten; to restriction of processing; to data portability; to object; and to obtain human
intervention (Wolters, 2018). The U.S. has no comparable set of universal data privacy rights,
considering that the application of rights varies depending on the context. The government's
application of broad consumer protection rights to matters of data privacy indicates that data
privacy aligns with consumer rights (Boyne, 2018, p. 301). Multiple states have contested this
practice at the state level. In California, the CCPA created a set of individual rights, including
the rights to access, limit sales, and deletion, broadly akin to those delineated by the GDPR
(Illman and Temple, 2019, pp. 1641-1643).

2.6 Enforcement 

Supervisory authorities, also known as Data Protection Agencies (DPAs), have investigative
and corrective powers that enable them to enforce the GDPR (Bakare, Adeniyi, Akpuokwe and 6



Eneh, 2024, p. 535). Enforcement cases frequently concern either non-compliance with general
data processing principles or an insufficient basis for legal processing, both of which relate to
articles 5 and 6 of the GDPR, respectively (Ruohonen and Hjerppe, 2021, pp. 6-7; CMS, 2025).
The French DPA exemplified these enforcement practices when it imposed a €50 million fine on
Google for failing to provide accessible notice and obtain the consent of EU citizens utilizing
the platform (Perumal, 2022, p. 11). Generally, the Federal Trade Commission (FTC) enforces
federal data privacy regulations throughout the U.S. by issuing orders regarding data privacy
and seeking civil monetary penalties when necessary (Perumal, 2022, pp. 107-108). In the
absence of statute law, FTC enforcement actions have precipitated the creation of a common
law concerned with data privacy (Boyne, 2018, p. 305). An example of FTC enforcement
actions can be observed in the connected 2019 cases concerning Cambridge Analytica and
Facebook. Cambridge Analytica was sued for misleading users regarding the organization’s
privacy policy and the collection of personal information, while Facebook was issued a $5
billion penalty and new restrictions for violating a 2012 FTC order (Federal Trade Commission,
2019). Except for California, which has its own enforcement agency under the CPRA, the
Attorney General will typically enforce data privacy laws at the state level (Perumal, 2022, pp.
112-113). Examples of associated enforcement actions include a multi-year investigation into
Google's location privacy practices, which resulted in the company agreeing to pay a $93 million
fine and injunctive terms for alleged violations of state data privacy law (Rob Bonta, Attorney
General, 2023).

In summation, data privacy policy in the EU enshrines the protection of individual data privacy
as a fundamental right. Consequently, its comprehensive scope guarantees extensive rights for
the data subject by ensuring that the burden of responsibility lies with organizations.
Contrastingly, the U.S. lacks an extensive federal law that regulates data privacy. Instead, it
treats the world of data as a marketplace in which individuals are consumers in charge of a
commodity (i.e., data) and responsible for its management.

3.0 Strengths and Weaknesses of Data Privacy Legal
Frameworks

3.1 Approach to Strengths and Weaknesses

 It is with this overview of the EU and U.S. legal frameworks in mind that we must consider
each system’s strengths and weaknesses. This paper’s approach to determining such strengths
and weaknesses centers on the concept of harm perpetrated by big data collection and analysis,
and the effectiveness of each regime at mitigating such harms. At the forefront of harmful risks
presented by unregulated and underregulated data is the infringement of personal autonomy,
which may present itself in many forms, such as polarisation of news and obstruction of the 
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ability to make informed choices (Czerniawski, 2025). Dr Michal Czerniawski contextualizes
the dangers of unregulated data by emphasizing that the goal of companies that use data
reserves to power their suggestive algorithms is not to influence our choices, but to be so good
in predicting or suggesting that they can choose for you (Czerniawski, 2025). As the GDPR
bases its legal restrictions around the rights of the “natural person” to make their own choices,
it has more strengths than weaknesses as defined by harm mitigation compared to the U.S.
sectoral legal framework, which highlights free market innovation. However, the U.S. and EU
face an overlap in systematic weakness concerning enforcement.

3.2 Strengths of the EU Legal Data Framework

The GDPR remains the most comprehensive legal body regulating data privacy to date, as is
outlined in previous sections. It has therefore conferred greater autonomy on users in making
informed decisions and easier control over access to their data (Almeida, 2021, p. 1). A critical
element of this translation is the clear definition of priorities, namely the right of the consumer
to their own data and transparency surrounding what is being done with their data, which
founds the legislation and can be considered a strength ipso facto per the paper’s standards
outlined above. Other notable strengths include the GDPR’s technology-neutral stance, which,
although not without its set of challenges, effectively promotes equitable regulations across
different technological sectors while providing enough flexibility to encourage innovation
within a regulatory framework (Puhakainen, 2021, p. 5). It aids in efficient enforcement of
regulations; as Dr Tristan Henderson puts it, “[if] you get bogged down in very technology-
specific things, it’s very easy to find loopholes” (Czerniawski, M. 2025). Crucially, technology-
neutral legislation is also an effective legal tool as it aids in closing the temporal gap between
technological development and subsequent legal supervision (Puhakainen, 2021, p. 5). De-
identification techniques outlined in the GDPR are another notable strength of the regime, as
they “provide a pragmatic way to help organizations meet many of their GDPR obligations”
while improving non-exclusivity between effective data usage and consumer privacy (Hintze,
2017, p. 2; Hintze, 2018, p. 1). The applicability and enforcement of these policies is ubiquitous
and applies to all member-states equally, a direct contrast to the U.S. legal model, as will be
discussed in the examination of the U.S regime.

3.3 Weaknesses of the EU Legal Data Framework 

Although the GDPR is a bastion for data privacy law around the world, it is not without its
unique set of drawbacks (Czerniawski, M., 2025). According to Dr Henderson, enforcement is
an especially recognized challenge; specifically, transnational enforcement (Gentile, 2022, p. 1).
The One Stop Shop (OSS) mechanism of the framework delegates the responsibility of
evaluating an enforcement claim to one member-state. The “troubled application” of the OSS
results in uneven implementation of laws, insufficient resources, disagreements among member-
state Data Protection Commissioners (DPCs), and uncertainty among consumers and
companies caused by inconsistent application (Lin, 2024, pp. 4-5). This inconsistent application
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can be observed in the comfortable relationship between Ireland, which functions as a tax haven
in the EU Tech giants such as Meta, Google, WhatsApp, and Microsoft often seek out the Irish
DPC as the lead authority on regulatory matters (Lin, 2024, p. 17). This relationship has drawn
the attention of other EU DPCs, with the Irish DPC coming “under attack” for underregulating
tech giants (Lin, 2024, p. 18). Notably, the Irish DPC’s controversial under-enforcement of
Meta Ireland’s GDPR regulation breach was elevated to the Court of Justice in the landmark
matter of Data Protection Commissioner v. Facebook Ireland Ltd and Maximillian Schrems
(“Schrems II”), which prompted more stringent enforcement by the Irish DPC in future
regulations. This is but one example of the challenges with transnational enforcement in the
GDPR model, which can be deemed a significant weakness of the regime. 

3.4 Strengths of the U.S. Legal Data Framework

As the U.S.’s fragmented legal approach to data privacy attempts to promote innovation rather
than protect individuals as the source of valuable data, it is unsurprising that it has a lower
standing than the EU’s regime when evaluated by its ability to mitigate harm. It does, however,
have some notable benefits. At the forefront of the regime’s strengths is economic growth.
National data privacy regulations often result in decreased innovation and investment, while the
inverse has been demonstrated by the U.S., fostering significant growth in data-related sectors
and artificial intelligence (Agostisi, 2021, p. 1; Chapman, 2025; Bureau of Labor Statistics,
2024). Not only does this approach provide employment opportunities, such as 317,700
projected job openings per year, but it also positively affects an industry critical for quality of
life: healthcare (Bureau of Labor Statistics, 2024).

 Large data sets collected across sectors have been found to improve population health,
personalised medicine, and biomedical research (Schmit et al, 2021, p. 1). Utilizing this data
comes with a set of risks, such as deteriorated information quality, intimacy, and privacy.
Nonetheless, its impact on healthcare has been undeniable (Raghupathi, 2014, p. 1). Benefits
range from creating more accurate prescription medicine with fewer side effects to
counteracting increasing healthcare costs buoyed by an aging population (Jones, 2024, p. 4).
The U.S. public and healthcare professionals are aligned in support of intersecting big data and
healthcare; the National Institute of Health determined that the public supported increased data
use in healthcare over crime-detection or profit-driven activities. Their research concluded with
a recommendation for “robust public health and research data use exceptions to align laws with
public preferences” (Schmit, 2021, p. 1). The laissez-faire data privacy legal framework in the
U.S. clearly supports strong innovation in the country’s economy as a whole and the healthcare
sector. 
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3.5 Weaknesses of the U.S. Legal Data Framework 

Despite these strengths, the U.S. legal framework is resoundingly weak compared to the EU.
Another crucial but little-discussed weakness of the U.S. model, which overlaps with the
GDPR, is the inconsistency of enforcement. The U.S. distinguishes itself through the
problematic structure of the regime itself. By using a “sectoral model” which prioritises market
efficiency over constituencies, the U.S. confederacy of data privacy laws creates a vulnerable
environment for individuals, which varies state by state. Having a patchwork model renders
legal protection under such a system inequitable. Only twenty U.S. states boast comprehensive
data privacy laws. When one overlays a map of these states with a map of U.S. states by
income, there is a correlation between wealthy states and comprehensive data privacy laws (see
Figures 1 and 2). As such, constituents living in poorer states do not enjoy the same rights as
their more affluent counterparts and are inequitably exposed to harmful byproducts of data-
related industries. This asymmetry alone is a major drawback of the U.S. legal approach to data
privacy.
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Harms resulting from a fractured legal corpus, such as consumer exploitation, infringement of
personal privacy, and censorship, can be seen in the use of data by the U.S. government. Large-
scale data mining by the Department of Defense, which collects information such as credit card
activity, employment, business, and criminal records, income, and property holdings, has been a
long-standing threat to personal privacy enabled by Fourth Amendment jurisprudence and its
exclusion of data privacy regulation (Slobogin, 2008, p. 321). While landmark strides have been
made in applying the right to privacy enshrined in the Fourth Amendment to data privacy, as
exhibited in Carpenter v. United States (2018), which limited warrantless government use of data,
the fight for regulation continues (Mendoza, 2025). One only need look at Donald Trump’s recent
enlistment of Palantir to compile a “master list of personal information” of American citizens as
an example of this ongoing danger (Frenkel, 2025). 



4.0 Policy Recommendations

4.1 The GDPR and its Proposed Reforms

To address some of the GDPR’s weaknesses, the European Commission published a proposal
in 2020 containing additional procedural rules to help increase equitable enforcement of the law
across all member states. After the Commission released this report, the European Parliament
called on the Board to establish more efficient procedures to manage complaints in cross-border
cases (European Commission, 2023). Previously, the GDPR did not prescribe deadlines for the
DPAs, which caused many cases to become delayed. Thus, the European Parliament has
imposed “deadlines where appropriate” to “prevent the undue delay of the completion of
cases,” (European Commission, 2023). Additionally, under Article 14 of this proposal, the lead
supervisory authority handling the case will provide all parties under investigation with a copy
of the preliminary findings (European Commission, 2023). Upon receiving these documents, the
parties will be able to comment on any new developments, as long as they do so in accordance
with the timeline initially set by the lead supervisory authority (European Commission, 2023).
Thus, these regulations provide mechanisms that allow the complainant to be heard throughout
each stage of the process, decreasing the likelihood that the final decision will be contested after
proceedings conclude.

Members of the Council and the European Parliament have also developed various mechanisms
to resolve cases in a time-sensitive manner. For cases that require expedited deliberations,
parties under investigation may request an urgent decision “no later than three weeks prior to
the expiry of provisional measures adopted under Articles 61(8), 62(7) or 66(1) of Regulation
(EU) 2016/679” (European Commission, 2023). Following this request, the supervisory
authority must justify the need for an imminent decision by explaining how it will safeguard the
rights and freedoms of data subjects in the member states (European Commission, 2023).
Furthermore, in situations where the complainant does not object to the early resolution of
alleged infringements, the Council and the European Parliament agreed on an early resolution
mechanism that allows companies and organizations to directly address the complaint,
bypassing the formal procedures prescribed under the GDPR (Kleis 2025).

4.2 Our Policy Recommendations 

Considering the resounding success of the GDPR and its current reforms, we will utilise
elements of its framework, along with the American Data Privacy and Protection Act
(ADPPA), to construct our policy recommendations. Although House Representative Frank
Pallone Jr. introduced the ADPPA in August of 2022, it failed to pass Congress due to concerns
over enforcement mechanisms (Godlasky, 2022). Despite its rejection, this initial attempt
indicates that more politicians at the federal level are becoming increasingly concerned about
data privacy and the lack of a universal national policy that protects citizens from the harms  11



posed by unregulated data. Therefore, our first recommendation consists of establishing a
comprehensive framework across all fifty states. When exploring the effects of the U.S. sector
and state-specific approach, we discerned that this model renders legal application inequitably
across states with different income levels, threatening a large percentage of U.S. citizens and
their privacy. 

To better examine the effects of this unequal distribution, we conducted a statistical analysis
that explored the spectrum of data privacy legal comprehensiveness between states across three
distinct domains: income, education, and political affiliation. For income and education level,
we applied standard statistical significance testing using the accepted threshold of p <0.05 to
mitigate the presence of any observed trends that may have occurred by chance. The resulting
analysis indicates that states with comprehensive privacy laws have significantly higher median
household incomes, higher per-capita incomes, and a higher percentage of individuals holding
at least a bachelor’s degree compared to states lacking strong privacy laws (Figures 3,4,5).

Figure 3 (Bloomberg Law, 2024; HDPulse 2023; U.S. Bureau of Economic Analysis, 2025)

Figure 4 (Bloomberg Law, 2024; HDPulse 2023; U.S. Bureau of Economic Analysis, 2025)
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Figure 5 (Bloomberg Law, 2024; HDPulse 2023; U.S. Bureau of Economic Analysis, 2025)

To assess political differences, we used a chi-square test, which determines whether the
distribution of categorical outcomes differs across groups. This analysis indicated a direct
correlation between Senate control and the strength of a privacy law in any given state.
Statistically speaking, states with comprehensive privacy laws tend to be Democratic, whereas
states with weaker privacy laws are more likely to be Republican (Figures 6 and 7). 

Figure 6 (Bloomberg Law, 2024; HDPulse 2023; United States Senate, 2025)

Figure 7 (Bloomberg Law, 2024; HDPulse 2023; United States Senate, 2025)

Before the government can establish a more coherent framework, it must first articulate a clear
and enforceable right to data privacy, which reflects our second policy recommendation.
Although the Constitution implies a right to privacy in the First, Fourth, Fifth, and Fourteenth
Amendments, it does not explicitly codify it as a guaranteed right (Beaney, 1966). Consequently,
to more closely align with the definition of privacy put forward by the GDPR, U.S. citizens
should be granted the right to be informed, the right to access, and the right to be forgotten
across electronic platforms. These regulations would ensure that the burden of responsibility
falls on the data corporations, forcing them to be transparent about their data usage and acquire
the unambiguous informed consent of their consumers. Moreover, they would also authorize the
federal government to enforce a right to privacy.



In conjunction with this stronger definition of privacy, our third recommendation advocates for
the development of stringent accountability protocols. The ADPPA stipulated the creation of
the Bureau of Privacy to assist the Commission in upholding the protections enshrined in the
Act. Additionally, to support companies and their compliance measures, the ADPPA proposed
to develop the Office of Business Membership to “provide guidance and education to covered
entities and service providers” (American Data Privacy Act, 2022). Regarding sanctions, the
ADPPA mandated that companies found in violation of the Act be fined according to protocols
set forth by the FTC Act (Federal Trade Commission, 2025). Organizations who breach these
provisions may face civil penalties up to $50,120 per violation (Federal Trade Commission,
2025). However, for tech giants such as Meta, Apple, and Microsoft, these fees will not impact
their day-to-day operations. Accordingly, we recommend implementing enforcement
mechanisms modelled after the GDPR, which imposes penalties up to 4% of a business’s annual
GDP (Wolford, 2020). A proportional approach to sanctions would ensure that larger
corporations will feel the effects of their misdemeanours. Nevertheless, we do acknowledge that
these sanctions may disproportionately affect small companies. As a result, we propose to
preserve Section 209 of the ADPPA, which exempts businesses whose GDP did not exceed
forty-one million dollars, or which did not manually collect or process the covered data of more
than 200,000 individuals from this law (American Data Privacy Act, 2022). With these
stipulations, emerging corporations will not be burdened by any additional fees pertaining to
data security compliance.

4.3 Concluding Remarks

The lack of strong data policies poses significant societal harm; businesses rely on data reserves
to acquire enough knowledge to anticipate individual behaviour and make decisions on their
behalf. Thus, to secure individual autonomy and protect democratic freedoms, policymakers
must work together across partisan lines to develop a national framework that will enhance
data security throughout the U.S. To fully comprehend the gravity of future data regulation, we
must look to the past. As Dr Czerniawski puts it, “There is a reason why data protection is a
German concept. A very good reason that goes back to 1945, when Germany was compelled to
confront the very machinery that had enabled totalitarian control…We are just humans, we are
not perfect, we can be easily manipulated and that’s why information and transparency are very
important. It’s about our autonomy and being free from external influence” (Czerniawski M.,
2025). It is with this perspective in mind that we have constructed our study and our
recommendations. What we aspire to and must achieve cannot be distilled into a framework.
Such legislation is a tool we must use in the iterative process of protecting the freedom to be
imperfectly human, a right which transcends state and national borders.
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6.0 Appendices 

Appendix 1: Interview

(1) Q1: The GDPR is much more advanced than the US fractured legal framework, but its
strength might also be considered a weakness. In the 2024 Draghi report on EU
competitiveness, Mario Draghi found that the EU’s falling GDP compared to the US can be in
large part attributed to its inability to regionally accumulate a strong regional tech sector, and
this, in turn, is in part due to the EU’s strong regulations. Do you agree with Draghi’s findings
that the strength of the GDPR may be strangling tech innovation in the EU and, if so, do you
think there is a sweet spot in sight?

 
A1.1 (Henderson): My take on it is that the European lack of tech competitiveness is far more
complicated than just the GDPR. If we didn’t have the GDPR, the EU would still be behind the
US because a lot of it is financial and cultural. If you’re in the US, you’re encouraged to fail, to
try, and fake it till you make it; you’re encouraged to do a lot of things. I’m a fan of the GDPR,
and I think it’s a good thing that we’re trying to curtail some of the bad things brought to us by
these tech companies. The Draghi report is predicated on the fact that we need to be more like
the US, and I would question that. Another thing with AI in particular is that the large
language models in large companies are breaking the law when they’re being created but not
just data protection laws. The biggest cases at the minute are copyright issues. Copyright laws
exist worldwide. It’s not that the existence of laws is preventing these companies from becoming
massive, it’s that they’re breaking the laws, both copyright and data protection laws. I think this
idea of breaking the law is okay for the sake of growth, “ask for forgiveness not permission”, is
something notable about the US. I just don’t find it compelling: it’s a scapegoat. 

A1.2 (Czerniawski): The Draghi report is a very comprehensive analysis, but its focus is not on
the GDPR. I know that there are some concerns about the research on which Draghi based his
assessment. I didn’t read the source material, but I read that he based his report on research
done in the US, and it was not peer-reviewed. I also agree with Tristan that this is a much more
complex landscape. Brussels and Europe are not as innovative as the US and China, and we
need to find something or someone to blame, and data protection laws are an easy target
because there are some red tapes and obligations. But, for example, California has a very
comprehensive framework and companies there are among the most successful in the world. So,
I would encourage you to check the sources on which he bases his research. 
 
(2) Q2: We are exploring the asymmetry of data privacy laws among US states now in our
research. It made us curious if there are any noticeable biases you’ve encountered in looking at
how data privacy laws were implemented or created in the EU.
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A2.1 Data protection has existed for a long time. I say that it’s the old as the internet because the
first data protection laws were from the mid-1970s. The biases would be if  you look at where
data protection started. Data protection started in Germany, and so we have a very German
model. If  you look at the reforms the UK tried to make, a lot of those were trying to bring the
UK flavor of data protection because under the DPD the UK was able to have a more business-
centric data protection which became harder with the GDPR. The regional proposals for the
Tiger Report were about relaxing this stuff. 

A2.2: I’m not sure how to define bias in data protection. I would say in the EU we are more
focused on enforcing the GDPR against big tech companies, so there is some kind of
disproportion as to who is being investigation, like Meta, Google, WhatsApp are being
constantly investigated. But at the same time, these are the companies that have the most impact
in our daily lives. Maybe I can say the laws are bias towards investigating big tech companies
which also creates some issues because most of them are US companies. This is an issue because
it creates the perception that the EU is basically investigating or trying to penalize US
companies, which is not the case. 
 
(3) Q3: The member-states of the EU are individually responsible for the enforcement of the
GDPR. Are there certain member-states that are more strong-armed with their enforcement or
are there claimants who are more successful? 
 
A3.1: Look up One Stop Shop. This has always been one of the big criticisms of the GDPR.
The one that everyone goes after is Ireland. All the big tech companies are based there because
Ireland is a tech haven, although I think the EU is finally starting to tighten that up. But,
traditionally, all of the US companies were based there because they had massive tax
advantages. That means that for data protection, you raise your case initially with the Irish DPC
and the Irish DPC, traditionally, has been incredibly underfunded. They used to be based above
a shop in Port Arlington and Max Schrems, who runs NOYB, had this thing where he had this
video where he went out looking for the DPC, couldn’t find it, and eventually found it above a
shop. Every year they’d have to beg for money from the government even though they were
doing these massive fights. Because the thing is, the fines don’t go to the commissioner. As a
result, some governments don’t fund their DPC. They’re being paid absolute peanuts. And then
people wonder why they can’t go up against companies with teams of lawyers. Max Schrems did
lots of cases where he got so fed up with the DPC that he took the cases to Brussels. So, your
question about whether different regulators approach things differently is true. One thing about
the GDPR when it came out is that some people thought that it was bias in favor of big
companies because there was no carve out for small companies. Every data controller is treated
the same. I’m not convinced, but some people thought that it would be easier for big companies
to comply with the law because they can afford to do all the paperwork. But at the same time, all
the large violations come from big companies. There is an enforcement tracker website where
you can track all the fines and sort by amount. 
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A3.2: This week in Brussels there is a huge backlash because they just appointed one of the
Meta senior lobbyists as one of the commissioners. Because we are 27 EU member states, we
have this OSS model, and only one authority from one member-state leads investigation.
Most US companies pick Ireland as the place for the main establishment so if  there are any
investigations they are done by the Irish authority and not by the German authority for
example. 
 
(4)  Q4: If  I remember correctly, in the case of Meta, the French and German courts took
issue with the way that the Irish courts decided the case. Ireland had settled with Meta and
other states disagreed with the settlements and forced Ireland to increase their fines against
Meta, who then appealed the decision. Do all people respect the OSS, or does it come into
contention quite frequently between member-states? 
A4.1: I think Ireland is the one that everyone picks on, mainly. 
A4.2: It makes sense. Just to add, in this OSS, because we have only one authority per case,
there is a mechanism for other authorities to challenge the outcome of the decision. What
happened in this matter was that the Irish decision was challenged by a decision board and
then the EU Data Protection Board can tell the authority that the regulation wasn’t applied
properly and that the fine should be higher or lower. This happens mostly with decisions
issued in Ireland. 
 
(5)  Q5: It seems like there is a special relationship between Ireland and the US. Has there
been any noticeable effect on the Irish economy for being more lenient with data protection
laws? And how does that translate into the lives of Irish citizens; do they reap the benefits of
this? 
 
A5.1: Yeah, totally. That’s why they call Ireland the “Celtic Tiger”. Ireland in the 80s was
incredibly poor. One of the poorest EU states. Now, when you look at GDP, its enormous.
Ostensibly it’s a very wealthy country. Ireland has been a real thorn in the side of the EU for
many years. But Irish people don’t reap the benefits of this; it’s an absolute mess. The GDP
doesn’t filter into the standard of living. Talking about the GDPR and the OSS, though, the
shop is generally Ireland. The DPC gets loads of criticism. 

A5.2: The problem they have is that they collected last year more taxes than they knew how
to spend. There was a case a few years ago before the Court of Justice of the EU that forced
Irish government to collect tax from Apple. The Irish government didn’t want to collect it,
because all these companies get tax breaks there. It doesn’t help the people there; I knew
someone who escaped Dublin and said it’s expensive and unlivable because the
infrastructure wasn’t made to sustain so many companies. 
 
(6) Q6: I’m responsible for researching the policy section of the paper, and I have been
reading about the reforms proposed to try and harmonize the different aspects of the GDPR
including investigations and communications with other authorities. Do you believe that
these recommendations will make a positive difference when it comes to some of these
dynamics, or would you suggest further reforms? 
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A6.1: There’s a lot of reforms being proposed at the minute, and I think it’s important to look at
the context. The GDPR’s not as popular as it used to be, I think because of the Draghi report
and some of this stuff. It’s not super business friendly. So, some of these reforms you must be
careful with; my biggest criticism of the GDPR is the lack of enforcement. The question is,
when we reform the enforcement, are we making it easier to enforce or are we making it easier to
not enforce?

A6.2: I may be bias because I was working on the legislation you mentioned. I think this is a
very boring administrative procedural legislation. It sets clear deadlines and specifies certain
provisions for the GDPR, sets very detailed framework for how a national authorities should
cooperate between each other in cross-border cases. I think it’s a very positive development and
will tell everyone how they should work. It’s very important for Ireland because Ireland is a
common-law state. We have very detailed procedures for every state except Ireland, because it is
the only common-law state. While in Continental Europe we have huge legal acts where we
define everything and have all procedures in writing, in Ireland, similarly to the US, everything is
based on precedent and the judges and courts. If  we pass an EU law that details administrative
procedure this is a huge problem for Ireland because there is no administrative procedure in
Ireland. So, it also could be seen as a means of pushing Irish authorities to do something,
because now they must think about how to implement these regulations. If  EU regulations are
directly applicable to all member-states, now they must think about how to adjust the policy. The
other thing is, now there is a bigger revision of the GDPR coming next month which refines but
does not overturn the whole regime. The objective is also to make some corrections in the AI Act
because right now EU legislators see that some things aren’t working the way they wanted. 
 
(7) Q7: As we see AI becoming more standardized in industry and more widespread in use, what
can we expect to see in further legislation as it becomes increasingly globalized?
 
A7.1: I think AI is interesting. With the GDPR, you can see that even parts of the US and Asia
have data protection; I’m still amazed that Singapore has data protection laws because when I
was growing up there, there was no such thing as privacy. A lot of that has to do with the
extraterritorial effect of the GDPR. AI is completely different. The AI approach of the US is
completely different from the EU approach and completely different from the Chinese approach.
You’re not going to get this kind of international alignment on it. So, there’s that. My second
thing is that I’m still not convinced we need AI regulation. I just don’t see what is so special
about it. I think you should be targeting the harms. Have you ever read The Law of the Horse?
Effectively, should we have a law specifically for a horse, or should we have laws for all animals?
When you have a new technology, there’s this question about whether you should have a
technology-specific law. The GPDR is explicit that it is technology neutral. I’m not super
convinced that a lot of the harms we’re trying to regulate with AI regulation aren’t already
covered by laws like the GDPR. There were cases against a lot of AI companies under the
GDPR. That’s not a super popular viewpoint; people like to make laws. That’s what they do. If
its very technology-specific, you get bogged down in very technology-specific things and it’s very
easy to find loopholes. 
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A7.2: I can say a few words on this, starting with the Brussels Effect. Basically, this is a
phenomenon which means that other states voluntarily follow EU rules, and the GDPR is the
best examples of this. We are not enforcing our laws against those states; we are not doing
anything. But they consider what we do as good and voluntarily adopt similar laws. The same
applies to companies to, for example, send a message to their customers that they take data
protection seriously. In the case of the GDPR, the Brussels Effect was very strong. In the case of
the AI Act, I think it will be much weaker. I must disagree with Tristan about whether we must
regulate AI or not; I think that there are 3 different starting points and view of AI. The US view
is innovation. China’s view is infrastructure, so how they are spreading around the world is
through infrastructure. They are very present in Africa and other countries through companies
like Huawei. And then the third view is the fundamental rights view, and this is the European
view. We must bear in mind that the EU was established to control the distribution of coal and
steel because of wars. So, it’s based on common values and the market is a bit secondary. In the
EU we are obliged to apply those values to whatever AI gets developed. 
 
(8)  Q8.1: Data is a big buzzword. It’s something that carries a lot of potential and excitement,
but it’s also encroaching on people’s personal privacy and rights. I’m wondering what some
harmful effects of unregulated data are, and what are the harmful effects that show up in
people’s day to day life? 
 
A8.1: Where do you start? You have to be careful not to be completely doom and gloom. There
are very general problems; the harms of data are all around us. I think the autonomy for me is
the big one. 
 
(9)  Q8.2: But when we’re talking about threats to autonomy, what does that really look like in
day-to-day life? 
 
A8.2.1: Okay, so on big one is now everyone gets their news from Facebook or Tik Tok, and
how do you interrogate or know why those things are delivering the things that are being sent?
Reuters Journalism Institute at Oxford is quite good at investigating this polarization of news. It
affects our ability to be informed, our ability to make decisions. That’s the one that annoys me
the most. But coming back to fundamental rights perspective, if  we treat these things as
fundamental rights, then why do we in Europe treat privacy as a fundamental right? So, then you
have to go back to the actual real-world harms that occurred that led us to the creation of the
EU or creation of data protection. In my teaching I start with World War Two and move
forwards from there. 

A8.2.2: There is a reason why data protection is a German concept. A very good reason that
goes back to 1945. I would also say that each of us in this room thinks that we are individuals
and that we cannot be copied, but this is a huge lie. Big data feed algorithms which predict our
behavior. This is about influencing our choices because you think you are a very unique person,
but there is an algorithm that can, to a certain degree, can predict what you are interested in or
what you will buy. This is why big data can cause so much harm, because if  you can collect a big
enough amount of data, they can predict your choice or try to influence your choice. To be able
to have this kind of models you need to train them on huge amounts of data. 
 

 



(10) Q10: When could this suggestive influence start to become truly oppressive to people? Is
that a timeline that you see happening and, if  so, is that a near future timeline? 

A10.1: If  you believe that we’re a free society and you think these freedoms are nice to have, they
are fundamental, and we must protect them. Clearview AI is a company caught up in a lot of
EU cases because they scraped all the images off  the web, and they’ve turned this into a massive
facial recognition classification system. If  your photos are on the web they’ve been sucked into
Clearview’s classified, which is highly accurate. The reason why the cases are so interesting is
because it’s used by police forces all over the world and can be used to identify you all the time
wherever you are and name you instantly, regardless of whether you’ve committed a crime or
not. It’s a massive abuse of big data. Clearview is the scary one for me. But these things are
already here. We’re not talking about some future dystopian event. A lot of these things already
exist, and they’re used a lot. Unfortunately, I think as people get younger and they can’t
remember life before smartphones or the internet, they don’t realize that we’re already here. 
 
A10.2: The ultimate goal of all these companies is not to influence your choice but to make the
choice instead of you. They will be so good at producing the content that can help them in
convincing you that, in practice, they will be deciding what you buy. We are just humans, we are
not perfect, we can be easily manipulated and that’s why information and transparency are very
importance. That’s why companies like data brokers that exist in the US cannot exist in the EU,
because they have no legal basis. It’s about our autonomy and being free from external influence,
which will become more and more difficult in the age of AI. 

Appendix 2: Statistical Analysis and Figures

Figure 1:

Figure 1 consists of a map of the United States that shows consumer data privacy laws. States in
blue have comprehensive data laws, while the states in green have a narrow privacy legal
framework that is too broad to be considered ‘comprehensive.’ The states in grey have some
other applicable laws that are neither narrowly tailored nor extensive in scope. 
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Figure 2:

 

Figure 2 is a map of the United States, which illustrates the income level of each state. States in
darker blue have tend to have higher levels of wealth whereas states in light blue or white tend to
be less wealthy.

Figure 3:

Figure 3 indicates the median income by privacy law type across the states that have data security
laws. This data emphasizes that states with comprehensive data privacy laws tend to have higher
median incomes compared to states with other types of privacy laws. 

Figure 4:

Figure 4 demonstrates the per capita income level according to each type of privacy law (i.e.,
comprehensive or other). According to the graph, states with comprehensive laws have a higher
per-capita income. 



Figure 5:

Figure 5 illustrates the relationship between the level of educational attainment and privacy law
type. It appears as though states with comprehensive laws have higher levels of educational
attainment. 

Figure 6:

Figure 6 highlights the political party who has the most control across each type of privacy law.
According to the graph, states with mainly democratic-led senates appear to have more
comprehensive data security laws than states with Republic-run senates, which tend to have
weaker or more narrow laws. 

Figure 7:

Similar to Figure 6, Figure 7 displays how many comprehensive, narrow, or other types of
privacy laws that Democratic and Republican led state senates have. It appears as though
Democratic states tend to have more comprehensive and even narrow laws compared to their
Republican counterparts. 
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	6.0 Appendices
	Appendix 1: Interview

	A2.1 Data protection has existed for a long time. I say that it’s the old as the internet because the first data protection laws were from the mid-1970s. The biases would be if you look at where data protection started. Data protection started in Germany, and so we have a very German model. If you look at the reforms the UK tried to make, a lot of those were trying to bring the UK flavor of data protection because under the DPD the UK was able to have a more business-centric data protection which became harder with the GDPR. The regional proposals for the Tiger Report were about relaxing this stuff.
	A2.2: I’m not sure how to define bias in data protection. I would say in the EU we are more focused on enforcing the GDPR against big tech companies, so there is some kind of disproportion as to who is being investigation, like Meta, Google, WhatsApp are being constantly investigated. But at the same time, these are the companies that have the most impact in our daily lives. Maybe I can say the laws are bias towards investigating big tech companies which also creates some issues because most of them are US companies. This is an issue because it creates the perception that the EU is basically investigating or trying to penalize US companies, which is not the case.
	(3) Q3: The member-states of the EU are individually responsible for the enforcement of the GDPR. Are there certain member-states that are more strong-armed with their enforcement or are there claimants who are more successful?
	A3.1: Look up One Stop Shop. This has always been one of the big criticisms of the GDPR. The one that everyone goes after is Ireland. All the big tech companies are based there because Ireland is a tech haven, although I think the EU is finally starting to tighten that up. But, traditionally, all of the US companies were based there because they had massive tax advantages. That means that for data protection, you raise your case initially with the Irish DPC and the Irish DPC, traditionally, has been incredibly underfunded. They used to be based above a shop in Port Arlington and Max Schrems, who runs NOYB, had this thing where he had this video where he went out looking for the DPC, couldn’t find it, and eventually found it above a shop. Every year they’d have to beg for money from the government even though they were doing these massive fights. Because the thing is, the fines don’t go to the commissioner. As a result, some governments don’t fund their DPC. They’re being paid absolute peanuts. And then people wonder why they can’t go up against companies with teams of lawyers. Max Schrems did lots of cases where he got so fed up with the DPC that he took the cases to Brussels. So, your question about whether different regulators approach things differently is true. One thing about the GDPR when it came out is that some people thought that it was bias in favor of big companies because there was no carve out for small companies. Every data controller is treated the same. I’m not convinced, but some people thought that it would be easier for big companies to comply with the law because they can afford to do all the paperwork. But at the same time, all the large violations come from big companies. There is an enforcement tracker website where you can track all the fines and sort by amount.
	A3.2: This week in Brussels there is a huge backlash because they just appointed one of the Meta senior lobbyists as one of the commissioners. Because we are 27 EU member states, we have this OSS model, and only one authority from one member-state leads investigation. Most US companies pick Ireland as the place for the main establishment so if there are any investigations they are done by the Irish authority and not by the German authority for example.   
	(4)  Q4: If I remember correctly, in the case of Meta, the French and German courts took issue with the way that the Irish courts decided the case. Ireland had settled with Meta and other states disagreed with the settlements and forced Ireland to increase their fines against Meta, who then appealed the decision. Do all people respect the OSS, or does it come into contention quite frequently between member-states?  A4.1: I think Ireland is the one that everyone picks on, mainly.  A4.2: It makes sense. Just to add, in this OSS, because we have only one authority per case, there is a mechanism for other authorities to challenge the outcome of the decision. What happened in this matter was that the Irish decision was challenged by a decision board and then the EU Data Protection Board can tell the authority that the regulation wasn’t applied properly and that the fine should be higher or lower. This happens mostly with decisions issued in Ireland.   
	(5)  Q5: It seems like there is a special relationship between Ireland and the US. Has there been any noticeable effect on the Irish economy for being more lenient with data protection laws? And how does that translate into the lives of Irish citizens; do they reap the benefits of this?   
	A5.1: Yeah, totally. That’s why they call Ireland the “Celtic Tiger”. Ireland in the 80s was incredibly poor. One of the poorest EU states. Now, when you look at GDP, its enormous. Ostensibly it’s a very wealthy country. Ireland has been a real thorn in the side of the EU for many years. But Irish people don’t reap the benefits of this; it’s an absolute mess. The GDP doesn’t filter into the standard of living. Talking about the GDPR and the OSS, though, the shop is generally Ireland. The DPC gets loads of criticism. 
	A5.2: The problem they have is that they collected last year more taxes than they knew how to spend. There was a case a few years ago before the Court of Justice of the EU that forced Irish government to collect tax from Apple. The Irish government didn’t want to collect it, because all these companies get tax breaks there. It doesn’t help the people there; I knew someone who escaped Dublin and said it’s expensive and unlivable because the infrastructure wasn’t made to sustain so many companies.
	(6) Q6: I’m responsible for researching the policy section of the paper, and I have been reading about the reforms proposed to try and harmonize the different aspects of the GDPR including investigations and communications with other authorities. Do you believe that these recommendations will make a positive difference when it comes to some of these dynamics, or would you suggest further reforms?     
	A6.1: There’s a lot of reforms being proposed at the minute, and I think it’s important to look at the context. The GDPR’s not as popular as it used to be, I think because of the Draghi report and some of this stuff. It’s not super business friendly. So, some of these reforms you must be careful with; my biggest criticism of the GDPR is the lack of enforcement. The question is, when we reform the enforcement, are we making it easier to enforce or are we making it easier to not enforce?
	A6.2: I may be bias because I was working on the legislation you mentioned. I think this is a very boring administrative procedural legislation. It sets clear deadlines and specifies certain provisions for the GDPR, sets very detailed framework for how a national authorities should cooperate between each other in cross-border cases. I think it’s a very positive development and will tell everyone how they should work. It’s very important for Ireland because Ireland is a common-law state. We have very detailed procedures for every state except Ireland, because it is the only common-law state. While in Continental Europe we have huge legal acts where we define everything and have all procedures in writing, in Ireland, similarly to the US, everything is based on precedent and the judges and courts. If we pass an EU law that details administrative procedure this is a huge problem for Ireland because there is no administrative procedure in Ireland. So, it also could be seen as a means of pushing Irish authorities to do something, because now they must think about how to implement these regulations. If EU regulations are directly applicable to all member-states, now they must think about how to adjust the policy. The other thing is, now there is a bigger revision of the GDPR coming next month which refines but does not overturn the whole regime. The objective is also to make some corrections in the AI Act because right now EU legislators see that some things aren’t working the way they wanted.
	(7) Q7: As we see AI becoming more standardized in industry and more widespread in use, what can we expect to see in further legislation as it becomes increasingly globalized?
	A7.1: I think AI is interesting. With the GDPR, you can see that even parts of the US and Asia have data protection; I’m still amazed that Singapore has data protection laws because when I was growing up there, there was no such thing as privacy. A lot of that has to do with the extraterritorial effect of the GDPR. AI is completely different. The AI approach of the US is completely different from the EU approach and completely different from the Chinese approach. You’re not going to get this kind of international alignment on it. So, there’s that. My second thing is that I’m still not convinced we need AI regulation. I just don’t see what is so special about it. I think you should be targeting the harms. Have you ever read The Law of the Horse? Effectively, should we have a law specifically for a horse, or should we have laws for all animals? When you have a new technology, there’s this question about whether you should have a technology-specific law. The GPDR is explicit that it is technology neutral. I’m not super convinced that a lot of the harms we’re trying to regulate with AI regulation aren’t already covered by laws like the GDPR. There were cases against a lot of AI companies under the GDPR. That’s not a super popular viewpoint; people like to make laws. That’s what they do. If its very technology-specific, you get bogged down in very technology-specific things and it’s very easy to find loopholes.
	A7.2: I can say a few words on this, starting with the Brussels Effect. Basically, this is a phenomenon which means that other states voluntarily follow EU rules, and the GDPR is the best examples of this. We are not enforcing our laws against those states; we are not doing anything. But they consider what we do as good and voluntarily adopt similar laws. The same applies to companies to, for example, send a message to their customers that they take data protection seriously. In the case of the GDPR, the Brussels Effect was very strong. In the case of the AI Act, I think it will be much weaker. I must disagree with Tristan about whether we must regulate AI or not; I think that there are 3 different starting points and view of AI. The US view is innovation. China’s view is infrastructure, so how they are spreading around the world is through infrastructure. They are very present in Africa and other countries through companies like Huawei. And then the third view is the fundamental rights view, and this is the European view. We must bear in mind that the EU was established to control the distribution of coal and steel because of wars. So, it’s based on common values and the market is a bit secondary. In the EU we are obliged to apply those values to whatever AI gets developed.   
	(8)  Q8.1: Data is a big buzzword. It’s something that carries a lot of potential and excitement, but it’s also encroaching on people’s personal privacy and rights. I’m wondering what some harmful effects of unregulated data are, and what are the harmful effects that show up in people’s day to day life?   
	A8.1: Where do you start? You have to be careful not to be completely doom and gloom. There are very general problems; the harms of data are all around us. I think the autonomy for me is the big one.   
	(9)  Q8.2: But when we’re talking about threats to autonomy, what does that really look like in day-to-day life?   
	A8.2.1: Okay, so on big one is now everyone gets their news from Facebook or Tik Tok, and how do you interrogate or know why those things are delivering the things that are being sent? Reuters Journalism Institute at Oxford is quite good at investigating this polarization of news. It affects our ability to be informed, our ability to make decisions. That’s the one that annoys me the most. But coming back to fundamental rights perspective, if we treat these things as fundamental rights, then why do we in Europe treat privacy as a fundamental right? So, then you have to go back to the actual real-world harms that occurred that led us to the creation of the EU or creation of data protection. In my teaching I start with World War Two and move forwards from there. 
	A8.2.2: There is a reason why data protection is a German concept. A very good reason that goes back to 1945. I would also say that each of us in this room thinks that we are individuals and that we cannot be copied, but this is a huge lie. Big data feed algorithms which predict our behavior. This is about influencing our choices because you think you are a very unique person, but there is an algorithm that can, to a certain degree, can predict what you are interested in or what you will buy. This is why big data can cause so much harm, because if you can collect a big enough amount of data, they can predict your choice or try to influence your choice. To be able to have this kind of models you need to train them on huge amounts of data.     
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